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8. Schutzniustor nach einem der Ansprliche 1, bis 6., dadurch ge- 
keimzelchiiet , daO es dlrekt auf das zu schiitzende Dokument 
(jedruckt wlrd, 

9* Schutzmustor nach Anspruch 8,, dadurch gekennzelchnet , daB 
das zu schtltzendo Dokument elne Banknote, ein Scheck oder 
ein Vertpapier ist. 

10, Schutzmuster nach Anspruch 7. und 8,, dadurch gekennzelchnet , 
daO das zu schUtzende Dokument ein PaObild oder ein Ausweis 
1st. 



11. Verfahren zur Echtheitsprilfung des Schutzmusters nach einem 
der AnsprUcbo 1. bis 10. mit HllTe der Korrelationsdetektion, 
dadurch gekennzeichnet , daB die Korrelation mit einem Digital- 
rechner ausgeftlhrt wir^. 

12, Verfahren z^r Echtheitspriirun^ des Schutzmusters nach einem 
<i«r Ansprtiche 1, bis 10,, dadurch g«kennzeichn^t , daB «ine 
Anordnun^ zur optischen Korrelation benutzt wird» 

13» Verfahren zur Erzeu^^im^ eines Schutzmusters nach einem der 

AnsprUch^ 1. bis 10, dadurch gekennz^ichn«t , daB ein Digital- 
rechner benutzt vlrd, um das Schutzmuster auf das J5okument an- 
zxipassen \md das Dokument selbst oder elne Druckmatrlze hier- 
fUr herzustellen. 
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Urn Nncl)aliinimgen zu erschweren und Falschungen leicht kermtlich 
zu machen, verden Dokumente vielfach mlt einem Schutzmuster Uber- 
zocon. Am hiiuflgsten verwendet werden koraplizlerte Linlenmuster 
(GujUochen), die zwar eine visuelle Echthei tsprUrung erlauben, 
die aber in der Regel nicht maschinell lesbar sind. Dasselbe 
(;ilt fiir Schutzmuster mit einer dreidimenslonal en optischen 
Wirkung, fiir die in den Auslege- und Of f enle^ngsschrl f ten 
(OB-AS 23 3^ 702 bzv. DT-OS 26 O3 558) keinerlei Hinwelse auf 
elno maschinelle Prufbarkeit gegeben werden. 

Welter slnd Verfahren zum Dokumentenschutz bekannt, die auf dem 
r^rnncl^cdanken basieren, dafi bestimmte maschinell lesbare Informa- 
iioneh o<ler Markierun^en fur einen FaJscber unsichtbar ^uf einera 
Dokumcnt ancebracht oder in ihra verborgen sind. Dies kann zum 
Uei spiel durch die Verwendun^ von Materiallen mit bestimmten elek- 
trlschen, magnetlschen oder optischen Eigenschaf t en erzielt wer- 
den. Eln derartlger Dokumentenschutz ist nicht ohne MeD^erate 
nachvoisbar und kann ohne zusatzliche MaBnahmen auch Jiicht visuell 
uberpruft werden, Wird die Exlstenz der unslchtbaren Marklerung 
von elnera Fglscher aber dennoch erkannt, so besteht die Gefahr 
einer Falschung oder Nachaliroung. 

Es wurde auch eln Radierschutz vorgeschiagen (dT-AS 25 3O 9O5), 
l>el dem das Dokument von einer horaogenen, inf ormat lonslosen Schutz- 
schicht bedeckt 1st, die sich in ihren optischen Eigenschaf t en 
von der Inf orxaatioxisdruckfarbe und worn Papier unterscheldet uxid 
die Radierversuche In einera Leseger^t sichtbar werden laOt. Nlclit 
erfaOt werden durcli dieses Verfahren aile die Falschungen, die 
ohne Radiorungen dadurcia zustande koimnen, daO z. im Klartext 

auf das Dokument geschriebene Namensangaben oder Zahlenwerte 
durcTi IJinzufugen von Buchstaben oder Zlffem verandert werden. 

Ks ist ferner bekannt, sehr f a^chwgssichere Dokumente dadurch 
zu crzeu/ren, daB man elne Echthei t slnfermat ion in Form eines 
HoJo^jramms (DT-AS 25 01 60k und DT-AS 25 h6 OO7) oder eines in 
Kunststoff eingepragten, optischen Beugungsgl t t ers (DT-AS 25 53 2lh) 
auf einem Dokument anbringt. Ein schwierlges, ungelostes Problem 
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Ko.dosymbole wlrd nun elnes von m tinterschledlichen Flachenmustern 
zuereordnot, die als optlscho Trfigerolgnalo fUr die entsprechenden 
Kodesynibole vorwendet werden. Jedes alfanumerlsche Zelchen oder 
Sonderzelchen kann somlt durch n flttchlg an^eordnete FlMchenmudter 
reprSsentlert warden, Besteht die im Schutzmuster zu kodlerende 
Echtheltslnrorroatlon aus k alf anumerlschen Zelchen, so ergibt sich 
durch systematlsche Anordnun^ der elnzelnen, die Kodesymbole ro- 
prMsentlerenden FlMchenmuster eln zusaminenhtogendes Schutzmuster, 
das aus Ins^esamt k ♦ n FlMcijejimustem auTgebaut l3t. 

Dem Erflndun^ogedanken Tolgend wlrd nun vorgeschlagen, dieses 
SchutzDmster dem zu schtitzenden Dokument zu liberla^em und es mlt 
Ihm aur geel^ete Velse untrennbar zu verblnden. Die Helllgkelts- 
werte von Doktxment xind Schutzmuster verbinden sich dahel zu elnem 
optlschen Gesamtelndruck, der dem der bekajuiten Llnlenmuster aihn- 
llch ist. Bel elner vlsuellen PrUrung auf Unverraischtheit warden 
Manlpulatlonen des Dokument s an Verletzungen des^chutzxnustera und 
MB verSnder^en optlschen Geaamtelndruck exkannt. Da das Schutz- 
muster nur aua wohldef inlerten Grund element en, namllch den m un- 
terschledllchen FlMchenmustera aufgebaut 1st, ISBt sich die Im 
Schutzmuster kodlerte Echthelts Information durch Unterscheidun^ 
dor elnzelnen FlSchenmuster maschlnell dekodieren, Eln bel elnem 
Fills chun^sversuoh zerstdrtes Flficherunuster Txihrt zwangslaun^ zu 
elner fehlerhaft dekodlerten Echtheitslnf ormatlon, so daB die 
Manipulation maschlnell selbst dann erkannt wlrd, wenn der optl- 
BOhe Gesamtelndruck des Dokuments unverdSchtlg erscheint, 

Elnzelhelten \md weltere Slgenschaf ten der Erflndung werden im 
folgenden anhand der Zeichnungen erlfiutert, 

Es zel^en 

Fig, 1 elhen Aussclmli;t aus elnem Dokument ohne errindungs- 

gem^ea Schutzmuster 
Fig* 2 eln Aua ftlhrungs be is pi el exnes errindungs^m^en 

Schutzmusters 

3 elnen Ausschnltt aus elnem Dokujaent, das durch eln 

erfindimgsgemaBes Schutzmuster geschUt^t 1st- 
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Die unterochledllchen Fl^chenmuster slnd in Fig^ 2 durch tmter- 
schiedllche Scliram exmngen gekennzeichnet vmd dabel so an^eord* 
net, daB 0le elxi Schutzrouster blldeziy das die gesaiote zu schiltzen* 
do Dokunientenf lAohe bedeckt* Zus&tzlich zu den PldchenmusterU 3 
verdon Karkiexningen h vorgesehen^ die zum Lesen und Dekodieren 
der im Schutzinuoter enthaltenen Echtheitsinrormationen bendtigt 
werden. 

Fig. 3 zeigt ein erf indungsgemMO geschiitztes Dokument 3, bei dem 
die Individuelle Information 2 Bestandteil der Echtheitsinf orma- 
tion ist und in kodierter Form Uber die Fl£Lche dee Schutzrousters 
verspreizt iet» Die untrennbare Verbindung von Dokument und Schutz- 
muster kann vorzugsweise durch tJberdrucken des Dokuments gesche- 
hen, Eine andere Art der Verbindung zeigt Fig, 9 als stark ver- 
gro0erten Querachnitt durch ein Dokument* Auf einen Dokumenten-* 
trttger 1, auf den eine individuelle Information im Klartext auf- 
gedruckt ist, wlird mit Hlire eines sehr agressiven Klebstoffes 10 
eine dtinne, transparente Kunststof f olie 9 aufgebracht, die vor- 
her - auf ihrer dem Dokument zugewandten Selte mit einem erfln- 
dungsgemUBen Schutzmuster l)edruckt wurde, Durch Dx^ck und Hitze 
IttDt sich die Kxmststof f olie 9 xintrennbar mit dem Dokumententra- 
ger 1 verblndeji* 

Die Fiachenmuster 3^ aus denen das Schutzmuster gebildet wird, 
bestehen ihrerseits aus mindestens zwei Arten von Pasterelemexiten 
6, 7 mit unterschiedlichen Reflexions-^ imd / oder Transmissions* 
und / Oder Fluoxes^enzeigenschaf ten im Bichtbaren und / oder un- 
sichtbaren Teildee Lichtspektrums« So Icdmien zvan Beispiel in sich 
roehrfarbige und verschieden strukturierto FlMchenmuster erzeugt 

verden, die sovohX bei einer visuellen als auch bei einer maschi-^ 
nellen Echtheitsprtlftmg mit optlschen Mitteln unterschieden wer* 
d«n k6nnen, Um die Sicherheit des Schutzmustera veitex* zu vergrd- 
0em, lessen sich zus^itxlich andere PrUrmethoden anvenden« So 
k^Jnnen zum Beispiel unterschiedliche Flfichenmuster 3, die xmtex- 
schiedlichen Kodesymboien eutsprechen^ durch Zus^tze zur Druck-» 
farbe auch magnetisch unterscheidbar gemacht warden* Hierdurch 
wird eine Kachahmuxxg des Schutzmusters durch einen optlschen Ko- 
piei-vorgang verfaindert. 
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licher FlMcheniBuster und ^ewfUirlelstet elno besonders stdrunemp- 
findliche Riiok^ewinnun^ der Im Schutzmuster enthaltenen Echthoits- 
inforroatlon» itjhnllohe Er^ebnisse verden durch die Verwendung von 
achachbrettartig-en Valsh*Funktionen als Pl&cheniouster 3 erzielt* 

Fig. 12 stall t eine Anordnun^ dar, rolt der die fiir eln Dokument 
optlnialen FlMcheninuster bestimmt und eln Dokument mlt dem erfln- 
dungsgemttBen Schutzmuster versehen verden kann. Der DokumententrM- 
ger 1 vljrd zusajtunen mlt der zu schtitzenden Indivlduellen Inrorma- 
tlon 2 durch eln optlsches System 11 und elnen opto-elektrischen 
VaJidler 12 z. S. zeilenvelse ab^etaaiet« Die den Helll^keltsver- 
ton entsprechenden elektrlachen Slgiuae verden durch den Analog- 
Digltal^Umsetzer 13 dl^fi tall alert und mlt Hllfe des Dl^italrech- 
ners lk in ortho^onale Karhunen*Lodve Baslsrunktlonen zerlegt* 
Als geelgnete Fiachenmuster verden die Baalsrunktlonen ausgev^hlt, 
deren Zerlegungskoefflzlenten die gerlngsten Varlanzen besltzen, 
Eine als airanitoerlacher Text Uber die Tastatur 25 elngegebene 
Echtheitsinformatlen vlrd durch den Dl^tairechner xxsich e±nem 
vor^gebenen Kode, z* bl^nMjr, kodlert* Die ICodesymbole der so 
kodlerten Echtheltalnronnatlon verden vom Dl^italrechner anschliO'- 
Gend durch die auagev^lten Fiachenmuster ersetzt und den digital 
gespelcherten Kelll^oltBverten des ursprUn^rlichen Dokuroents zu- 
sanmen mlt elner l-eaemarklartm^ h Hberia^ert, Nach elner Digital- 
Anal o^-Uroa eta un^ kann daa errindtin^a^emMa geschUtzte Dokusnent von 
slnem elektro-optlachen Vandier 2k entveder aur elnen iichtempf Ind- 
lichen Dokumenteptra^er oder auf eine Druckmatrize auf^gezeichnet 
verden. Eine flBderliche Anvendun^ rtir die Anordnung der Fig. 12 lle^t 
>>el«plelBvelae darin, eln Pafifoto mlt ©Inem Sohutzmuater zu ilberw 
lagem, daa die personenbe^o^enen Daten das Auaveisinhabexs In 
kodlerter Form entbftlt, AusveiafMlschungen durch Austausch dea 
PaBfotos verden ao verhlndert. 

Flff. ID zei^t alne Anordnung zur SJchthel teprtirung elnes Dckumen- 
tea 5f daa mlt eluem BTflndun^s^^mRaen Schutzmuster versehen ist. 
Sle lat bla auf die Taatatur 25 und den elektro^optischen Vandier 
24, an deaaen Stella die alfanumerische Anzeige 15 tritt, Identlech. 
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al8 Holo^aBnne* Das erf Indun^s^omlLCa Schutzmuster erlaubt auBer- 
dem eina vlsuelle Echtheitaprlifung' und kann durch zus&tzllche 
Madnalimen vie magnetisch virkaane Druckfarben vor elner optischen 
KachahiDun^ geochtltzt verden. Es stellt aomit eina vesentlicha 
Erwelterung dor blsber bekeumten Metboden zum FMlscbungsschutz 
von Dokiunenten dar* 
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Patent Claims 

1. Printable secxirity pattern for forgery protection of documents that allows both visual and machine 
authenticity testing, characterized in that two-dimensionally distributed authenticity information is 
contained in the security pattern. 

2. Security pattern according to claim 1, characterized in that the authenticity information consists of a 
coded alphanumeric text. 

3. Security pattern according to claim 2, characterized in that the alphanumeric text consists entirely or 
partially of the individual information (2), by which two documents of the same type are differentiated. 

4. Security pattern according to one of the claims 2 and 3, characterized in that the alphanumeric text is 
binary coded. 

5. Security pattern according to one of the claims 1 through 4, characterized in that the distribution of the 
authenticity information is accomplished with adjacent two-dimensional patterns (3), which vary in their 
optical characteristics in the spectrum of visible and/or invisible light. 

6. Security pattern according to one of the claims 1 through 5, characterized in that it is made up of 
orthogonal or bipolar two-dimensional patterns (3) that are different from each one another, particularly 
Walsh or Karhunen-Loeve basis functions. 

7. Security pattern according to one of the claims 1 through 6, characterized in that it is located on 
transparent plastic foil, which is applied to the surface of the document to be kept secure with aggressive 
glue under pressure and heat. 
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8. Security pattern according to one of the claims 1 through 6, characterized in that it is printed directly on 
the document to be kept secure. 

9. Security pattern according to claim 8, characterized in that the document to be kept secure is a banknote, 
a check or a security. 

10. Security pattern according to claim 7 and 8, characterized in that the document to be kept secure is a 
passport photo or an identity card. 

1 1. Procedure for authenticity testing of the security pattern according to one of the claims 1 through 10 
with the assistance of correlation detection, characterized in that the correlation is executed with a digital 
computer. 

12. Procedure for authenticity testing of the security pattern according to one of the claims 1 through 10, 
characterized in that an arrangement is used for optical correlation. 

13. Procedure for creation of a security pattern according to one of the claims 1 through 10, characterized 
in that a digital computer is used to modify the security pattern for the document and to produce the 
document itself or a print matrix for it. 
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Wolfram Szepanski, Dr.-Ing. [Doctorate in Engineering] 
Harbachtalstrasse 21 
5100 Aachen 
Germany 

Machine testable security pattern for documents and procedure to create and test the security pattern 



The invention relates to a machine testable security pattern for documents, which contains authenticity 
information distributed over the surface of the document, as well as a procedure to create the security 
pattern and to test its authenticity. 

In this case, the term "document" should be understood as passports, identity cards, authorization cards, 
credit cards, checks, banknotes, securities and similar items. Due to the wide dissemination of these 
documents and the value associated with them, various measures have already been taken to safeguard 
against imitations, erasures and other kinds of forgery. Documents whose authenticity characteristics are 
difficult to copy and forge and whose authenticity can be tested in different, independent ways and with 
little cost can be regarded as particularly secure. In doing so, forgery protection should preferably allow a 
simple visual authentication, but it should also be suited for a machine-based test with automatic reading 
devices, in order to enable a second, independent inspection independent fi-om the visual inspection. 
Furthermore, documents that can be tested by machines are suitable as means of payment for vending 
machines or currency exchange machines, as identity cards for automatic access control etc. and 
everywhere where a large number of documents, such as banknotes or checks must be registered, sorted or 
counted by machine. The object of the invention is thus both a procedure to produce protected documents, 
as well as a procedure to test their authenticity by machine. 

130019/0361 
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In order to make imitations more difficult and make forgeries easy to recognize, documents are frequently 
overlaid with a security pattern. The most commonly used are complicated line patterns (machine-turned 
backgrounds), which admittedly allow a visual authenticity test, but which are generally not machine- 
readable. The same applies to security patterns with a three-dimensional optical effect, to which no 
reference of any kind is made to machine testability in the printed specification of the application after 
examination (DE-AS 23 34 02) and/or the unexamined application (DT-OS 26 03 558). 

In addition, procedures for document security are known, which are based upon the basic idea that certain 
machine-readable information or markings are applied to a document so they are invisible to a forger or 
hidden in the document. This can be attained, for example, by the use of materials with certain electric, 
magnetic or optical characteristics. This type of document protection cannot be tested without measuring 
equipment and also cannot be checked visually without additional measures. If, however, the existence of 
the invisible marking is recognized by a forger, there is a danger of forgery or imitation, 

A protection against erasure is also proposed (DT-AS 25 30 905), in which the document is covered with a 
homogeneous, information-less protective layer, which differs in its optical characteristics from the 
information print color and from the paper and allows the attempts at erasure to be seen in a reading device. 
This procedure will not catch all the forgeries that are accomplished without erasures, for example, those 
where the name information or number values in the clear text on the document are changed by adding 
letters or numbers. 

Creating documents that are very secure from forging by applying authenticity information to the 
document in the form of a hologram (DT-AS 25 01 604 and DT-AS 25 46 007) or an optical diffraction 
grid embossed in plastic (DT-AS 25 55 214) are also known. A difficult, unsolved problem 
130019/0361 
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in doing so is the creation of scratch, fold and crumple-resistant holograms for checks and banknotes which 
are simultaneously, thin, highly flexible and durable for wear-resistance. Because the known 
holographically secure documents are either entirely or at least on their surface made of plastic, there can 
also be difficulties if the documents are to be later written upon or stamped. In addition, in the mass 
production of documents, the high production costs for holograms is disadvantageous. 

Due to the cited deficiencies, the procedures for document security known to date are either not at all or not 
economically usable for certain types of documents or they only partially fulfill their security function. The 
objective of this invention is therefore to disclose a machine testable forgery protection for documents, 
which in a preferred embodiment also allows a visual authenticity test, and which can be used for all of the 
docimients defined at the outset, without having the cited disadvantages of previously known security 
methods. It is also the objective of the invention to disclose procedures with which the production of the 
protection as well as its machine testing is possible. 

The basic idea for attaining the objective lies in providing the surface of the document to be protected with 
an inseparable security pattern, which contains coded authenticity information distributed over the entire 
surface to be protected. In doing so, any alphanumeric text is suited as authenticity information. According 
to the invention, the coding of the authenticity information and its distribution over the surface to be 
protected is attained in that the individual alphanumeric characters are first replaced by the symbols of a 
code of two or more values. In doing so, it is known from telecommunications that with a n-digit and m- 
value code N= m" different characters can be displayed. Using a six-digit binary code, for example, it is 
thus possible to code a total of N = 2^= 64 different letters, numbers and special characters, so that each of 
these characters is shown through n = 6 binary symbols. Each of the m different 
130019/0361 
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code symbols is now assigned one of m different surface patterns, which are used as optical carrier signals 
for the corresponding code symbols. Each alphanumeric character or special character can thus be 
represented with n 2-dmiensionaIly arranged surface patterns. If the authenticity information to be coded in 
the security pattern consists of k alphanumeric characters, a systematic assignment of the individual, 
surface patterns representing code symbols results in a coherent security pattern that is made up of a total of 
k • n surface patterns. 

According to the inventive idea, overlaying this security pattern on the document to be protected and 
inseparably bonding it with the document in an appropriate manner is now proposed. The brightness values 
of the document and security pattern combine in the process to an optical impression that is similar to the 
known line pattern. In a visual test for authenticity, the manipulations of the document will be recognized 
from damage to the security pattern and from a changed overall optical impression. Because the security 
pattern only consists of well-defined basic elements, namely the m different surface patterns, the 
authenticity information coded in the security pattern can be decoded by machine by differentiation of the 
individual surface patterns. A surface pattem destroyed during a forgery attempt automatically leads to 
incorrectly decoded authenticity information, so that the manipulation will even be recognized if the optical 
overall impression of the docimient seems unsuspicious. 

Details and additional characteristics of the invention are explained in the following on the basis of the 
drawings. 

They show: 

Fig. 1 a section of a document without a security pattem according to the invention 
Fig. 2 an embodiment of a security pattem according to the invention 

Fig. 3 a section of a docimient that is protected with a security pattem according to the invention. 



130019/0361 



-7- 

2943436 

Fig. 4-9 different examples of the surface patterns which represent the code symbols 

Fig. 10 an arrangement for automatic authenticity testing 

Fig. 1 1 an additional arrangement for automatic authenticity testing 

Fig. 1 2 an arrangement to create dociunents with a security pattern according to the invention 

Fig. 1 shows a section of a document that can be provided with standard forgery security measures such as 
watermarks, metal threads and the like. In doing so, the information that identifies the document in the 
form of written characters or other markings is applied to a document carrier 1 that can consist of plastic, 
but preferably should consist of paper. This information consists at least in part of individual information 
2, which differentiates a particular document from other documents of the same type. For identity cards this 
is primarily the identity niunber, personal data of the bearer of the identity card, as well as the place of 
issue and date. In Fig. 1, the individual information 2 consists for example of written characters that 
indicate the name of the bank, the account number and check number. This individual information, above 
all, is vuhierable to forgery and should preferably be encoded in the security pattern as part of the 
authenticity information. This prevents a forgery of the individual information by adding clear text 
characters because the forgery would be recognized by comparison with the decoded information of the 
security pattern. 

Fig. 2 schematically shows a security pattern according to the invention. It consists, for example, of the 
repeated arrangement of 4 different surface patterns 3, which represent the symbols of a four-value code 
adopted in this case. Of course, any other codes can also be used, including cryptographic encoding. To 
reduce the expense in producing and testing the security pattern, a binary coded is preferably proposed. 
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In Fig. 2, the different surface patterns are characterized by different hatching patterns that are arranged in 
such a way that they form a security pattern, covering the entire document surface to be protected. In 
addition to the surface patterns 3, markings 4 are provided which are necessary for reading and decoding 
the authenticity information contained in the secxirity pattern. 

Fig. 3 shows a document 5 protected according to the invention in which the individual information 2 is 
part of the authenticity information and is distributed over the surface of the security pattern in coded form. 
The inseparable connection of document and security pattern can preferably occur by overprinting the 
document. Another type of connection is shown in Fig. 9 as a greatly enlarged cross-section of a document. 
A thin, transparent plastic foil 9 that is pre-printed with a security pattern according to the invention on the 
side facing the document is applied with a very aggressive glue 1 0 to a document carrier 1 on which 
individual information is printed in clear text. The plastic foil 9 can be bonded inseparably with the 
document carrier 1 using pressure and heat. 

The surface pattern 3, from which the security pattern is formed, is itself comprised of at least two types of 
grid elements 6, 7 with different reflection and/or transmission and/or fluorescence properties in the visible 
and/or invisible range of the light spectrum. Thus, for example, a multicolored and variously structured 
surface pattern can be created, that can be differentiated with optical means in a visual and a machine 
authenticity test. To further increase the security of the security pattern, other test methods can also be 
used. For example, different surface patterns 3, which correspond to different code symbols, can also be 
made differentiable in a magnetic matter by additions to the printing ink. This prevents an imitation of the 
security pattern by an optical copying process. 
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In Fig. 4 through Fig. 8 there are different embodiments for the surface pattern 3 shown. The borderhne of 
individual surface patterns can run as desired, it can, for example, be square, rectangular, hexagonal or 
irregular as shown in Fig. 7. Functionally, however, those borderlines that allow seamless, adjacent 
placement of the surface patterns are preferred. The shape and size of at least two types of different grid 
elements 6, 7 are also arbitrary. 

If the written characters, markings and pictorial representations of a document are also in a grid, the grid 
elements 6, 7 of the surface pattern 3 can be encapsulated as desired with the grid elements of the written 
characters, markings and pictorial representations, as shown in an example in Fig. 8. The grid elements 6, 7 
can also be overlaid directly on the print image of the written characters, markings and pictorial 
representations. In doing so, the brightness values of the original print image are changed. To avoid 
covering the print image, brightness values, size and shape of the grid elements must be adapted for the 
document to be protected. 

Certain, orthogonal Karhunen-Loeve basis functions that one attains by a Karhunen-Loeve orthogonal 
decomposition of the document to be protected are surface patterns 3 are that are particularly suited for 
coding the authenticity information. The theory of the orthogonal decomposition of functions is known 
from mathematics and is used in telecommunications for signals. Details regarding this type of adaptation 
of the surface pattern 3 to the documents to be protected are found in the article, "A Signal Theoretic 
Method for Creating Forgery Proof Documents for Automatic Verification", Proceedings of Camahan 
Conference on Crime Countermeasures, University of Kentucky, Lexington, May 16-18, 1979, Page 101- 
109. 

The use of certain, checkered Karhunen-Loeve basis functions enables optimal differentiation of different 
surface patterns due to the orthogonality of the basis function. 
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and guarantees a particularly interference-resistant recovery of the authenticity information contained in the 
security pattern. Similar results are attained by using checkered Walsh functions as surface patterns 3. 

Fig. 12 shows an arrangement with which the optimal surface patterns for a document can be determined 
and a document can be provided with the security pattern according to the invention. The document carrier 
1 is scanned line by line by an optical system 1 1 and an opto-electrical converter 12, for example, together 
with the individual information to be protected 2. The electrical signals corresponding to the brightness 
values are digitized by the analog-digital converter 13 and decomposed into orthogonal Karhunen-Loeve 
basis functions using the digital computer 14. The basis functions that have decomposition coefficients with 
the lowest variances are selected as appropriate. Authenticity information input as alphanumeric text using 
the keyboard 25 is encoded by the digital computer 14 according to a given code, for example, binary. The 
code symbols of the authenticity information so encoded are then replaced by the digital computer with the 
selected surface pattern and the digitally saved brightness values of the original documents are overlaid 
together with a read marking 4. After a digital-analog conversion, the document protected according to the 
invention can either be transferred by an electro-optical converter 24 to a light-sensitive document carrier 
or to a print matrix, A possible use for the arrangement in Fig. 12 lies for example in overlaying a passport 
photo with a protective pattem that contains the personal data of the bearer of the identity card in coded 
form. This prevents identity card forgeries by exchanging the passport photo. 

Fig, 10 shows an arrangement for authenticity testing of a document 5 that is provided with a protective 
pattem according to the invention. It is identical except for the keyboard 25 and the electro-optical 
converter 24, which is replaced by the alphanumeric display 15. 
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The differentiation of the surface patterns corresponding to the code symbols is accomplished in the digital 
computer 14 using the correlation detection, a procedure known from telecommunications and pattern 
recognition. In doing so, the already mentioned marking 4 is used to synchronize the scanner. After 
decoding, the information contained in the security pattern is shown on the display 15. Forgeries can be 
recognized by a comparison with the clear text printing on the document. 

Fig. 1 1 schematically shows an additional embodiment for authenticity testing of a document 5 with a 
security pattern based upon the principle of optical correlation. To simplify the explanation, it is assumed 
that the security pattern contains binary coded data that is only shown with one single surface pattern. 
Depending upon the code symbol, this surface pattern is contained in the security pattem positively or 
negatively (inverted) or rotated 90 degrees. The document 5 is at the front focal plane of the lens 17 and is 
illuminated by a coherent light source 16. There is a hologram 18 of the data-carrying surface pattem in 
the back focal plane of the lens 17 and at the same time in the front focal plane of the lens 19. The 
brightness distributions generated on a matte disk 21 in the back focal plane of lens 19 contain the auto 
correlation of the surface pattem with positive or negative operational signs. In order to differentiate the 
binary code symbols using the operational sign of the auto correlation, the matte disk is simultaneously 
illuminated by a coherent reference beam 20, which causes the brightness distributions corresponding to the 
negative correlation values to be extinguished. The photo detectors 23 mounted behind an aperture 22 
convert the light-dark distribution into electric signals that are digitized by an analog-digital converter 13 
and decoded by the digital computer 14 and shown in the alphanumeric display 15. 

A new type of security pattem is disclosed in the invention that offers protection against forgery similar to 
a hologram, but in contrast to holograms it can be printed on a document and used in more ways 
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than a hologram. The security pattern according to the invention also allows a visual authenticity test and 
can also be protected from optical imitation using additional measures such as magnetic-acting ink. Thus, it 
represents a significant expansion of the known methods for protecting documents from forgery. 
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